HealthCast's
smart Single Sign-On

eXactACCESS

More than an enterprise solution, eXactACCESS (“XA”) is
healthcare’s Smart SSO. While other SSO products end by
passing a credential to an application, XA views this as the
beginning. Whether navigating a user deep into an application
based on role, maintaining multiple roaming sessions, saving
work after configurable time-outs, or securely passing creden-
tials, XA was designed to enhance clinical workflow while
strengthening data security.

Why have hospitals made XA their ‘smart’ choice? First,
HealthCast has a 100% success rate with application integra-
tion and creates true partnerships with its clients to optimize
workflow and security. XA manages more than sign-on -
auto-launching applications; taking users directly to specific
screens; eliminating bottlenecks at shared workstations; inter-
acting with applications to manage session suspension; grace-
fully backing out of screens; saving work, etc. And, XA has
no proprietary hardware or new databases to manage, provides
directory-based user management, and offers each hospital a
choice of advanced authentication, identity management, or
context management technologies.

“This may be
the best thing
we’ve ever given
our clinicians.”

“This was
the smoothest
deployment we’ve
ever done.”

“XA allows me to
give my full attention

to my patients, and
not fumble with
passwords.”

“I wish all our
vendors were
as good partners
as HealthCast.”

For more information:

eXaCtACCESS Success Stories

XA Speeds Physician Access to Patient Data

For a busy Emergency Medicine physician, time is key. Asking him to log-off 30-40 times a day as he leaves
and returns to different workstations or to enter multiple passwords time and again is simply impossible to
enforce - no matter what penalties the hospital faces or imposes. XA powerfully solved this dichotomy for
one client with its HID card integration for access and log-off with configurable ‘password-save’ functional-
ity. The result: Physicians swipe their cards to authenticate typically once a shift, access their data directly
in 7-8 seconds (XA auto-launches the application and navigates the user directly to the desired screen), swipe
their card to log-off, and then need only swipe their card to log-in as they return to any workstation.

XA Enables Nurses to Spend More Time with their Patients

Nurses spend more than 2 hours each day gathering and organizing patient data - precious time spent away
from their patients. And, constant interruptions may also result in unfinished charting. For many hospitals,
XA’s Roaming Sessions deployment (with Terminal Server or Citrix®) helps caregivers resolve these chal-
lenges and make the most of their time. With Roaming Sessions and XA’s configurable lock and log-off
features, nurses can leave the workstation knowing that their work is secured, others can securely use the
workstation in their absence, and each nurse can resume their session exactly where they left it at any sup-
ported workstation in the enterprise (across buildings, floors, etc.).

XA Balances Clinician Efficiency and Data Security

Balancing data privacy with clinician convenience and efficiency is the core of our Smart SSO. One regional
hospital system used XA to gain this benefit for its 30+ busy physician offices and clinics. It deployed XA
in Multi-User Mode with biometric authentication. In this mode, XA maintains unique active sessions for
each user in each exam room. Automated Privacy Shields protect patient data privacy while clinicians move
seamlessly between rooms opening their own active session in each room and going directly to patient data
with only the touch of a fingerprint.
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