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ACCESS

Tap-In Tap-Out Tap-Over

tapACCESS unique proximity badge software allows
nurses and physicians to use the same proximity
badge they use for physical access to authenti-
cate to shared workstations. It streamlines the
way clinicians interact with computers, providing
fast, secure access to a unique session for each
user. tapACCESS eliminates generic passwords
and allows users to secure their session with a
tap of their badge promoting HIPAA-compliant
behaviors. Its rolling, configurable password-save
feature enables them to move
quickly and securely between
workstations simply by tapping
their badge to lock their ses-
sion and then pick it up again
with another badge tap with-
out re-entering a password.

tapACCESS uniquely offers
additional security to badge-
enable logical access with Parity Bit Checking, Bit
Count Checking, and Facility Code Filtering. These
features check the validity of the card data prior
to granting logical access.

e Tap-In
- Tap your badge (username is automatically entered)
- Enter your password to authenticate at the beginning
of the day
e Enter password one time each day
- With ‘password-save’, your password is saved for a con-
figurable period of time each time your badge is tapped
- The password-save time ‘refreshes’ with each tap-in or
tap-out event
¢ Tap-Out
- To quickly lock and secure your session, simply tap your
badge again as you leave the workstation
- Tap-out re-starts the ‘password-save’ time, which allows
you to re-access your session by tapping your badge at
any workstation without entering your password
e Tap-Over
- If a user forgets to tap-out, simply tap your badge to
securely log them off
- Your session will automatically start (after their session
is logged off)

Benefits of tapACCESS
- Generic passwords are eliminated
- Simple to deploy and use
- Use the same proximity badges currently in use for
physical access
- User compliance with patient data privacy regulations
- Add single sign-on for more functionality
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