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exXactACCESS

Clinical Workflow Solution

eXactACCESS™ (“XA”) is an enterprise single sign-on
and clinical workflow solution that addresses impor-
tant healthcare challenges - workstation and data
security, clinician adoption of CPOE and electronic
documentation, and HIPAA compliance. XA is a client-
server application that automates a single login to any
healthcare application, automates work-
flow to increase clinical productivity
at shared workstations, and strength-
ens patient data security. XA’s appli-
cation integration Wrappers manage
application login and graceful log-off,
check user credentials, automate pass-
word change events, auto-launch appli-
cations for users, navigate users directly
to specific application screens based on
their role(s), and can automate second-
ary authentication(s) within applications.

XA features include:

e 100% success with application integration. Unlike
others, XA Wrappers both initiate and manage user
interactions with applications, using a flexible frame-
work that supports a variety of integration approaches

e Unique proximity badge functionality enables users
to tap-in (login), tap-out (logoff), tap-over (log
another user out while simultaneously launching a
unigque session). Password-save timings (configurable)
roll-over with each badge tap event. Users can self-
enroll. Badge parity bits, bit count errors, and facility
codes are checked for additional security

e XA automates unique user sessions and speeds user

access to data within applications (auto-launching
selected applications at login and auto-navigating
users to specified pages within applications)
Users can move between different computers and
return to their work, exactly as they left it. XA was the
first SSO solution to provide its users with Roaming
SSO functionality. Building on this tradition of innova-
tion, XA also roams published applications and even
published applications within published desktops
XA enables multiple people to share the same com-
puter securely. Unique to HealthCast, XA has four
client modes to tailor deployments to user workflow:
- Kiosk mode (fast user-switching at the application
level) speeds access to large applications
- Multi-User mode (fast user-switching at the domain
level) eliminates generic logins
- eXpressACCESS (to lock down thick workstations
and streamline access to published desktops)
- Single-User mode for private workstations
Each mode can be roamed
XA links live to Active Directory to automate user man-
agement and eliminate management of a duplicate
credential store
auditSERVER tracks user and workstation interactions
and provides standard queries
XA is designed with standards-based architecture to
support current environments, thick and thin clients,
and virtual desktop or server environments.
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